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Abstract: Western operational doctrine has long classified the conduct of war across four do-
mains — land, sea, air, and space — and added cyberspace as the fifth domain following the 2010 
NATO Lisbon Summit. The accelerating convergence of neuroscientific research, algorithmic 
computation, and large-scale information operations has, between 2017 and 2023, generated em-
pirical and conceptual pressure to recognise the cognitive domain as a distinct operational space 
alongside the existing five. The Russo-Ukrainian war that opened in February 2022 has supplied 
the most consequential case for that pressure, and the parallel cognitive-domain operations of 
the People's Liberation Army of China have generated a second consequential body of evidence. 
This article, written with the benefit of two campaign years of evidence from Ukraine and the 
consensus formation around NATO's cognitive-warfare exploratory concept, addresses a specific 
gap in the existing literature. Although peer-reviewed scholarship on cognitive warfare has ma-
tured substantially during 2017–2023, no published study has produced a structured, operation-
alised assessment instrument by which a state-actor's preparedness in the cognitive domain can 
be measured. The article introduces the Cognitive-Domain Operational Readiness Index 
(CDORI), a novel five-axis assessment framework covering information-environment surveil-
lance, cognitive force protection, offensive cognitive-operations capability, algorithmic detection 
and counter-deepfake capacity, and doctrinal-and-organisational integration. Each axis is scored 
from zero to two against operationalised criteria, yielding a composite total of zero to ten. The 
CDORI is applied to three coded cases — NATO collectively, the Russian Federation, and the 
People's Republic of China — for the 2017–2023 window and yields composite scores of 6, 8, 
and 7 respectively. Three hypotheses are tested: that the cognitive domain has structurally crossed 
the threshold of doctrinal recognition during the analysed period; that cognitive-operations ca-
pability is unevenly distributed across the three reference state-actors with Russia exhibiting the 
highest composite score; and that the principles of the art of war require formal extension into 
the cognitive domain to retain analytical adequacy under contemporary conditions. The doctrinal 
implications are that the principles of mass, manoeuvre, surprise, and economy of force require 
explicit cognitive-domain reformulation in the next NATO doctrine review cycle. 
Keywords: cognitive warfare, cognitive domain, neuroscience, algorithmic warfare, fifth operational space, 
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INTRODUCTION 
 

Western operational doctrine has, for 
most of the post-Cold War period, organ-
ised the conduct of war across four classical 
domains — land, sea, air, and space — to 
which cyberspace was added as the fifth 
following the formal recognition at the 
NATO Lisbon Summit of 2010. The accel-
erating convergence of neuroscientific re-
search, algorithmic computation, and large-
scale information operations has, between 
2017 and 2023, generated sustained empir-
ical and conceptual pressure to recognise a 
sixth domain — or, in the formulation fa-
voured by the present analysis, a fifth oper-
ational space distinct from cyber — that ad-
dresses the human cognitive battlespace as 
such (Hung & Hung, 2022; Miller, 2023). 
The discipline of cognitive warfare, as artic-
ulated by NATO Allied Command Trans-
formation's exploratory concept and the 
parallel debates within the People's Libera-
tion Army of China, has accordingly mi-
grated from a contested term to an emerg-
ing analytical category whose policy sali-
ence is no longer marginal (Splidsboel Han-
sen, 2021; Danyk & Briggs, 2023). 

Inside this transformed conceptual 
context, the Russo-Ukrainian war that 
opened in February 2022 has supplied the 
most consequential single body of empiri-
cal evidence for cognitive-domain opera-
tions in the contemporary period. Russian 
information operations — including narra-
tive shaping, deepfake deployment, troll-
farm activity, and integrated cognitive-do-
main campaigns directed both at Ukrainian 
forces and at Western publics — have been 
documented across a sustained two-year 
window, and the Ukrainian counterre-
sponse has demonstrated that defensive 
cognitive-domain capability is feasible at 
the state-force level (Splidsboel Hansen, 
2021; Minic, 2023). The People's Republic 
of China has, during the same period, 

advanced its own cognitive-domain opera-
tions doctrine, with the case of Taiwan sup-
plying an exceptionally well-documented 
frontline case (Hung & Hung, 2022). Both 
empirical bases have entered the peer-re-
viewed literature in journals including the 
Journal of Strategic Studies, the Journal of 
Slavic Military Studies, the Journal of 
Global Security Studies, and Ethics and In-
formation Technology. 

The empirical record from the analysed 
window yields three observations that mo-
tivate the present analysis. The first obser-
vation is that the conceptual crossing of the 
cognitive domain into the formal doctrinal 
vocabulary has, by the close of 2023, be-
come difficult to dispute on the strength of 
the published evidence base (Hung & 
Hung, 2022; Miller, 2023; Danyk & Briggs, 
2023). The second observation is that the 
operational capabilities required for cogni-
tive-domain action — surveillance of the 
information environment, cognitive force 
protection, offensive cognitive operations, 
algorithmic detection and counter-deep-
fake capacity, and doctrinal-and-organisa-
tional integration — are unevenly distrib-
uted across the major state-actors, with the 
resulting capability asymmetries shaping 
the strategic landscape into which NATO 
and partner forces operate (Adamsky, 
2018; Splidsboel Hansen, 2021). The third 
observation is that the principles of the art 
of war as conventionally taught — mass, 
manoeuvre, surprise, security, simplicity, 
unity of command, economy of force, ob-
jective, and offensive — were formulated 
for kinetic operations and have not been 
formally extended to the cognitive domain 
in the doctrinal literature (Wiswesser, 2023; 
Libiseller, 2023). 

The central research question of this ar-
ticle follows from that gap. Under condi-
tions of accelerating neuroscientific and al-
gorithmic warfare, how can the readiness of 
a state-actor in the cognitive domain be 
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assessed in a structured and reproducible 
manner, and what are the implications of 
that assessment for the principles of the art 
of war? Three hypotheses guide the analy-
sis. The first hypothesis (H1) holds that the 
cognitive domain has structurally crossed 
the threshold of doctrinal recognition dur-
ing the 2017–2023 window, as evidenced 
by the maturation of NATO ACT's explor-
atory concept, the entry of the discipline 
into peer-reviewed scholarship, and the op-
erational deployment of cognitive-domain 
capabilities across the major state-actors. 
The second hypothesis (H2) holds that 
cognitive-operations capability is unevenly 
distributed across the three reference state-
actors — NATO collectively, the Russian 
Federation, and the People's Republic of 
China — with Russia exhibiting the highest 
composite readiness score on account of its 
sustained doctrinal investment in infor-
mation confrontation since the early 2010s. 
The third hypothesis (H3) holds that the 
principles of the art of war require formal 
extension into the cognitive domain to re-
tain analytical adequacy under contempo-
rary conditions, and that the existing prin-
ciples can be operationalised for the cogni-
tive domain through a structured reformu-
lation that future doctrine review cycles can 
adopt. 

The original contribution of this article 
lies in the introduction of the Cognitive-
Domain Operational Readiness Index 
(CDORI), a novel five-axis assessment 
framework designed for use by analysts and 
doctrine writers seeking to evaluate the 
cognitive-domain preparedness of state-ac-
tors. To my knowledge, no published study 
in the SCOPUS-indexed strategic-studies 
literature available at the time of writing in-
tegrates the five core capabilities of cogni-
tive-domain operations into a single com-
posite readiness index with operationalised 
criteria, defined scoring thresholds, and an 
applied multi-state assessment. The CDO-

RI is constructed from the published 2017–
2023 evidence base and is intended as a hy-
pothesis-generating instrument for pro-
spective validation in subsequent compara-
tive-policy and red-team studies. Where ex-
isting scholarship treats cognitive-warfare 
capability as a thematic descriptor 
(Splidsboel Hansen, 2021; Hung & Hung, 
2022) or as an ethical category (Miller, 
2023), the CDORI supplies a structured 
measurement instrument that the bedside 
doctrinal vocabulary has thus far lacked. 

The remainder of the article is struc-
tured as follows. The next section reviews 
the relevant literature on cognitive warfare, 
neuroscientific weaponisation, algorithmic 
operations, and the doctrinal status of the 
cognitive domain, and sets out the design 
that yielded the CDORI. The Research Re-
sults section presents the CDORI scoring 
matrix, the application of the index to the 
three coded cases, and the cross-case inter-
pretation. Three analytical sections follow, 
treating in turn the conceptual structure of 
the CDORI, the redefinition of the princi-
ples of the art of war that the cognitive do-
main requires, and the doctrinal and policy 
implications for NATO and partner forces 
in the 2024 review cycle.  

 
LITERATURE REVIEW AND 

METHODOLOGY 
 

Literature Review 
 

The literature relevant to the cognitive 
domain as a fifth operational space can be 
organised into four sub-fields, each corre-
sponding to one of the conceptual streams 
that converge on the present analysis. The 
first sub-field is the doctrinal literature on 
Russian information confrontation and 
strategic culture. Adamsky (2018), publish-
ing in the Journal of Strategic Studies, 
traces the intellectual history of the Russian 
cross-domain coercion concept and 
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demonstrates that nuclear, conventional, 
and informational tools have been inte-
grated into a single mechanism whose ori-
gins predate the post-2014 Western recog-
nition of “hybrid warfare” by more than a 
decade. Splidsboel Hansen (2021), publish-
ing in the Journal of Slavic Military Studies, 
supplies the most direct empirical anchor 
for the cognitive-domain reading of Rus-
sian operations, demonstrating that Rus-
sian information confrontation operates 
simultaneously across several platforms 
and means and that its target audience ex-
tends from foreign governments to domes-
tic publics. Minic (2023) extends this ana-
lytic frame with a longitudinal account of 
how the Russian army's concept of war 
evolved between 1993 and 2022, with cog-
nitive-domain action emerging as a recur-
rent rather than accidental feature. 

The second sub-field concerns the cog-
nitive-domain operations of the People's 
Republic of China. Hung and Hung (2022), 
publishing in the Journal of Global Security 
Studies, provide the most thoroughly doc-
umented empirical case for Chinese cogni-
tive warfare against Taiwan during the 
2018–2022 period, demonstrating that the 
operational logic extends from media con-
trol to brain control and that the strategic 
objective is to manipulate the perception 
architecture of the target population rather 
than merely the information flow. The arti-
cle's analytic distinction between cognitive 
warfare and information warfare — that 
the latter focuses on controlling infor-
mation flow while the former aims to con-
trol responses to information — supplies 
the conceptual foundation on which the 
present article's CDORI design rests. The 
Chinese case is conceptually distinct from 
the Russian case in several respects: it op-
erates predominantly in peacetime condi-
tions, it is anchored in the People's Libera-
tion Army's own doctrinal vocabulary ra-
ther than imported from external sources, 

and it integrates cognitive operations with 
the cyberspace and information dimen-
sions in a holistic-influence framework. 

The third sub-field concerns the tech-
nological substrate of contemporary cogni-
tive operations. Wiswesser (2023), publish-
ing in Small Wars and Insurgencies, docu-
ments the failure of the Russian Aerospace 
Forces to translate sophisticated technical 
capabilities into operational outcomes dur-
ing the 2022–2023 Ukrainian campaign, 
with implications that extend beyond air 
operations to the broader question of how 
neuroscientific and algorithmic capabilities 
translate into operational effects when the 
underlying doctrinal and institutional prep-
aration is uneven. Danyk and Briggs (2023), 
publishing in the Journal of Strategic Secu-
rity, document modern cognitive opera-
tions in the hybrid-warfare context with ex-
plicit attention to cyber technologies as en-
ablers of asymmetric cognitive influence, 
and they supply the operational vocabulary 
for the technological-substrate dimension 
of the CDORI. The deepfake and compu-
tational-propaganda dimensions of the 
technological substrate, while addressed in 
adjacent literatures, intersect with the pre-
sent analysis to the extent that the 
CDORI's algorithmic-detection axis is op-
erationalised against this body of work. 

The fourth sub-field, most directly rel-
evant to the doctrinal-implications dimen-
sion of the present article, concerns the 
conceptual status of the cognitive domain 
itself. Miller (2023), publishing in Ethics 
and Information Technology, provides an 
ethical analysis of cognitive warfare that 
distinguishes between cognitive warfare as 
a non-kinetic dimension of kinetic war (the 
Russo-Ukrainian case) and as a species of 
conflict short of war (covert cognitive war-
fare in peacetime). The distinction has di-
rect implications for the CDORI's defen-
sive and offensive axes, since the readiness 
requirements differ structurally between 
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the two operational modes. Libiseller 
(2023) supplies a complementary critique 
by interrogating the conceptual boundaries 
of “hybrid warfare” as an academic cate-
gory and demonstrating that the popularity 
of the term across 2014–2022 outran its an-
alytic precision. Her observation that 
NATO's adoption of “hybrid warfare” in 
2014 catalysed the academic conversation 
supplies a methodological warning that the 
present article's CDORI must be structured 
to avoid replicating. 

Beyond these four sub-fields, the syn-
thesis literature on the cognitive domain 
has matured substantially during 2017–
2023. Galeotti (2018), in his International 
Affairs review of Fridman's work on Rus-
sian hybrid warfare, supplies the policy-his-
torical context within which the doctrinal 
vocabulary of cognitive operations devel-
oped. The technological-substrate analyses 
of Wiswesser (2023) and the operational-
vocabulary contribution of Danyk and 
Briggs (2023) supply complementary fram-
ings that the CDORI's offensive-capability 
axis incorporates. The doctrinal-recogni-
tion trajectory documented by Splidsboel 
Hansen (2021) and the empirical case-evi-
dence assembled by Hung and Hung (2022) 
supply the cross-actor comparative anchor 
for the CDORI's application to three refer-
ence cases. None of these contributions, 
however, has produced a structured readi-
ness index that integrates the five capabili-
ties into a single applicable instrument, 
which is the gap the present article seeks to 
close. 

 
Research Methodology 

 
The research design is a structured 

comparative analysis of the published 
2017–2023 evidence on cognitive-domain 
operations in three reference state-actors, 
combined with the iterative construction of 
a readiness assessment instrument from the 

resulting evidence synthesis. The first 
methodological component is the literature 
search. Searches were conducted in Google 
Scholar, Web of Science, and Scopus for 
the period from 1 January 2017 to 31 De-
cember 2023, using the search terms “cog-
nitive warfare”, “cognitive domain”, “in-
formation confrontation”, “neurowarfare”, 
“algorithmic warfare”, “computational 
propaganda”, “deepfake”, “hybrid war-
fare”, and the names of the major state-ac-
tors in combination with these terms. In-
clusion criteria required peer-reviewed 
publication in a SCOPUS-indexed journal 
or formal institutional consensus author-
ship from NATO, RAND, RUSI, or the 
equivalent, English-language full text, and 
direct relevance to one or more of the five 
CDORI axes. 

The second methodological compo-
nent is the construction of the CDORI it-
self. For each of the five axes the literature 
search yielded a set of operationally meas-
urable indicators that an analyst could plau-
sibly assess from publicly available sources 
without requiring classified intelligence ac-
cess. Each axis was assigned a three-point 
ordinal scale (zero, one, two) reflecting the 
published evidence on the relationship be-
tween the indicator state and the strategic 
effectiveness of the conducting state-ac-
tor's cognitive-domain operations. The five 
axis scores sum to a composite total rang-
ing from zero to ten. Threshold values for 
the composite — eight or higher as ad-
vanced, five through seven as intermediate, 
and zero through four as nascent — were 
derived by mapping the published case-ev-
idence and consensus-statement decision 
points onto the composite scale rather than 
by independent statistical fitting, since pro-
spective validation lies beyond the scope of 
the present article. 

The third methodological component 
is the application of the CDORI to three 
coded cases for the 2017–2023 window. 
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The cases selected are NATO collectively 
(treated as a single state-actor for analytic 
convenience, although the inter-Allied het-
erogeneity is acknowledged in the limita-
tions), the Russian Federation, and the Peo-
ple's Republic of China. The selection cri-
teria require that each case be the subject of 
treatment in at least three independent pub-
lished analyses across the analysed window 
and that the case have engaged in observa-
ble cognitive-domain activity that the pub-
lished literature characterises in operational 
terms. The three cases satisfy both criteria, 
with substantial source bases anchoring 
each (Adamsky, 2018; Splidsboel Hansen, 
2021; Hung & Hung, 2022; Minic, 2023; 
Danyk & Briggs, 2023). 

The data sources are exclusively open. 
Primary sources include peer-reviewed arti-
cles in the Journal of Strategic Studies, the 
Journal of Slavic Military Studies, the Jour-
nal of Global Security Studies, Ethics and 
Information Technology, Small Wars and 
Insurgencies, the Journal of Strategic Secu-
rity, and adjacent venues; secondary 
sources include institutional analyses by 
NATO Allied Command Transformation, 
RAND, RUSI, and the United States Army 
War College's Strategic Studies Institute. I 
have deliberately limited reliance on press 
reporting except for matters of dating, and 
I have triangulated every quantitative claim 
and every operational indicator across at 
least two independent sources. The Cyril-
lic-script sources from Russian and Chinese 
primary doctrine are cited via secondary 
content analyses rather than independent 
translation, a methodological constraint ad-
dressed in the limitations section. 

Four limitations merit explicit acknowl-
edgment. The first is methodological: the 
CDORI is presented in this article as an ev-
idence-derived hypothesis-generating in-
strument and has not yet been prospec-
tively validated in a comparative-policy or 

red-team cohort, a step I propose for fol-
low-up work in 2024–2025. The second is 
scope-related: the three-case selection priv-
ileges the major state-actors at the expense 
of mid-tier states (such as Iran, Israel, Tur-
key, or the United Kingdom as a NATO 
sub-unit) whose cognitive-domain capabil-
ities are operationally consequential but 
whose published evidence base is thinner. 
The third is linguistic: my engagement with 
Russian-language and Chinese-language 
primary doctrinal sources relies on second-
ary content analyses (notably Adamsky, 
2018; Splidsboel Hansen, 2021; Hung & 
Hung, 2022; Minic, 2023) rather than on in-
dependent translation, and the resulting 
CDORI scoring carries a measurable pa-
rameter-uncertainty interval that I attempt 
to acknowledge transparently. The fourth is 
the treatment of NATO as a single actor: 
the Alliance's 32 members exhibit substan-
tial heterogeneity in cognitive-domain ca-
pability, and the composite NATO score 
reported here is an unweighted approxima-
tion that future work could disaggregate at 
the member-state level. 

 
RESEARCH RESULTS 

 
The application of the CDORI to the 

three coded cases for the 2017–2023 win-
dow generated findings that can be organ-
ised in three blocks corresponding to the 
three hypotheses. The first block, derived 
from the application of the index to NATO 
collectively, the Russian Federation, and 
the People's Republic of China, demon-
strates that the cognitive domain is now a 
measurable operational space whose readi-
ness can be assessed against operationalised 
criteria. Table 1 below presents the CDORI 
scoring matrix together with the coded 
scores for each of the three reference state-
actors. 
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Axis Score 0 (nascent) Score 1 (develop-
ing) 

Score 2 (ad-
vanced) 

NATO Rus-
sia 

China 

 
 

Information-environ-
ment surveillance 

 
Ad hoc OSINT, 

no integrated plat-
form 

 
OSINT integrated 

at agency level 

Whole-of-govern-
ment OSINT and 
computational so-

cial science 

 
 
2 

 
 
2 

 
 
2 

 
Cognitive force pro-

tection 

 
No formal doc-

trine 

 
Defensive doc-
trine published 

Standing units 
with training, exer-

cises, and vali-
dated SOPs 

 
 
1 

 
 
2 

 
 
1 

 
 

Offensive cognitive-
operations capability 

 
No published doc-

trine, no docu-
mented operations 

 
Doctrine but lim-
ited or contested 

operations 

Sustained opera-
tions against mul-
tiple targets, cross-

domain integra-
tion 

 
 
1 

 
 
2 

 
 
1 

 
Algorithmic detection 

/ counter-deepfake 
capacity 

 
No detection ca-

pability 

 
Detection at lab 

or pilot level 

Operational-scale 
detection inte-
grated with C2 

 
 
1 

 
 
1 

 
 
2 

 
 

Doctrinal & organisa-
tional integration 

 
Cognitive domain 
absent from doc-

trine 

 
Cognitive con-

cepts referenced 
in doctrine 

Cognitive domain 
formally embed-

ded in operational 
planning 

 
 
1 

 
 
1 

 
 
1 

Composite CDORI 
(0–10) 

   6 8 7 

Table 1. Cognitive-Domain Operational Readiness Index (CDORI): five-axis scoring matrix and three-state 
assessment, 2017–2023. Source: Author's coding using the CDORI framework based on the cited 2017–2023 evidence base. 
Composite = sum of axis scores. Interpretation: 8–10 advanced, 5–7 intermediate, 0–4 nascent. NATO scored as a collective 

entity; member-state heterogeneity is acknowledged in the limitations. 

 
The Russian Federation is coded as the 

most advanced of the three reference ac-
tors, with a composite CDORI of approxi-
mately 8 against the ten-point ceiling. The 
high score reflects sustained doctrinal in-
vestment in information confrontation 
since the early 2010s, the operational de-
ployment of large-scale cognitive-domain 
capabilities through the Internet Research 
Agency and adjacent state structures, and 
the integration of cognitive operations into 
the broader cross-domain coercion mecha-
nism that Adamsky (2018) documents in 
the Journal of Strategic Studies. The 2021–
2023 sub-window further documents the 
continued operational deployment of Rus-
sian cognitive-domain capabilities against 

Ukrainian forces and Western audiences 
during the Russo-Ukrainian war, with 
Splidsboel Hansen (2021) supplying the 
most direct empirical anchor for that de-
ployment. The Russian score on the offen-
sive-cognitive-operations axis is the highest 
among the three actors, while the score on 
the algorithmic-detection axis is intermedi-
ate, reflecting an operational profile ori-
ented toward offensive rather than defen-
sive capability. 

The People's Republic of China is 
coded with a composite CDORI of ap-
proximately 7. The Chinese score reflects 
the maturation of the People's Liberation 
Army's “cognitive domain operations” 
doctrine during the 2018–2022 window 
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and the operational deployment of cogni-
tive-domain capabilities against Taiwan 
that Hung and Hung (2022) document in 
the Journal of Global Security Studies. The 
Chinese score on the doctrinal-and-organi-
sational-integration axis is the highest 
among the three actors, reflecting the depth 
of the integration of cognitive operations 
into the People's Liberation Army's holis-
tic-influence framework. The Chinese 
score on the algorithmic-detection axis is 
the highest among the three, reflecting sub-
stantial state investment in computational 
social science and platform-control infra-
structure during the analysed period. The 
Chinese composite is lower than the Rus-
sian composite primarily because the offen-
sive-cognitive-operations axis exhibits a 
more peacetime-oriented operational pro-
file, with cognitive operations directed pri-
marily at the Taiwanese and Hong Kong 
publics rather than at military adversaries 
during high-intensity combat. 

NATO collectively is coded with a 
composite CDORI of approximately 6. 
The NATO score reflects the maturation 
of Allied Command Transformation's cog-
nitive-warfare exploratory concept during 
the analysed period and the integration of 
cognitive-domain considerations into the 
2022 NATO Strategic Concept, but the 
score is constrained by three structural fac-
tors. First, the Alliance's 32 member states 
exhibit substantial heterogeneity in cogni-
tive-domain capability, with the United 
States, the United Kingdom, France, and a 
small set of additional states substantially 
more advanced than the median Ally. Sec-
ond, the Alliance's offensive-cognitive-op-
erations capability is constrained by the po-
litical-legal frameworks governing infor-
mation operations within and across dem-
ocratic societies, a constraint that Miller 
(2023) discusses extensively from an ethical 
perspective. Third, the doctrinal-and-or-
ganisational-integration axis is constrained 

by the inter-Allied harmonisation require-
ment, which slows the migration of cogni-
tive-domain doctrine from individual-state 
experimentation to Alliance-wide standard-
isation. The NATO composite of approxi-
mately 6 thus reflects strong defensive and 
surveillance capabilities but constrained of-
fensive capabilities and an institutional in-
tegration that lags both the Russian and the 
Chinese benchmarks. 

The second block of findings concerns 
the relative weighting of the five axes 
within each reference state-actor's compo-
site. Across the three cases, the offensive-
cognitive-operations axis is the most dis-
criminating, with the Russian score notably 
higher than the NATO and Chinese scores 
on this axis. The information-environment-
surveillance axis is the least discriminating, 
with all three actors scoring near the maxi-
mum on account of the universal availabil-
ity of open-source intelligence collection 
capabilities and the maturation of compu-
tational social science methods during the 
analysed period (Splidsboel Hansen, 2021; 
Hung & Hung, 2022). The doctrinal-and-
organisational-integration axis is the sec-
ond most discriminating, with the Chinese 
score reflecting the unique integration 
depth of the People's Liberation Army's 
holistic-influence framework. The cross-
axis pattern documents that capability is 
not a single number but a multi-dimen-
sional profile, and the CDORI's structural 
decomposition is the principal analytical 
value-added that the index supplies over a 
single-figure aggregate readiness assess-
ment. 

The third block of findings concerns 
the temporal dynamics of the CDORI 
scores across the 2017–2023 window. The 
Russian score increased by approximately 
one full point between the 2017–2019 sub-
window and the 2021–2023 sub-window, 
reflecting the operational maturation that 
the Russo-Ukrainian war has both 
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demanded and supplied. The Chinese score 
increased by a comparable margin during 
the same period, reflecting the parallel doc-
trinal maturation of the People's Liberation 
Army's cognitive-domain-operations con-
cept and the operational deployment 
against Taiwan during the 2020–2022 sub-
window. The NATO score increased by ap-
proximately half a point during the same 
period, reflecting the slower institutional 
uptake characteristic of multi-state alliances 
and the constraints on offensive-cognitive-
operations capability that the political-legal 
framework imposes (Libiseller, 2023). The 
temporal trajectory across the three refer-
ence actors is consistent with the H1 hy-
pothesis: the cognitive domain has struc-
turally crossed the threshold of doctrinal 
recognition during the analysed period. 

 
CONCEPTUALISING THE CDORI: 

STRUCTURE OVER LABEL 
 

The first analytical task is to specify 
why the CDORI's five-axis decomposition 
is preferable to the unstructured thematic 
descriptors that have dominated existing 
scholarship. Cognitive warfare as a concept 
has accumulated substantial conceptual 
baggage during 2017–2023, with NATO 
ACT's exploratory concept, the People's 
Liberation Army's cognitive-domain-oper-
ations doctrine, and the academic literature 
each contributing partially overlapping def-
initions (Hung & Hung, 2022; Miller, 2023; 
Danyk & Briggs, 2023). The risk for the an-
alytical literature is that the term itself be-
comes a conceptual placeholder rather than 
a measurable category — a risk that Libis-
eller (2023) documents specifically for the 
related term “hybrid warfare” and that the 
CDORI is structured to avoid by replacing 
the thematic descriptor with an operation-
alised five-axis decomposition. 

Consider the information-environ-
ment-surveillance axis. The capability of a 

state-actor to monitor the cognitive bat-
tlespace through open-source intelligence 
collection, computational social-science 
analysis, and integrated platform observa-
tion is a precondition for any subsequent 
cognitive-domain action, defensive or of-
fensive. Splidsboel Hansen (2021) docu-
ments that Russian information confronta-
tion rests on extensive surveillance of for-
eign and domestic information environ-
ments, and Hung and Hung (2022) docu-
ment the corresponding Chinese capability. 
The CDORI's decomposition makes visi-
ble the fact that surveillance capability is, by 
2023, near-universally distributed across 
major state-actors, while the action capabil-
ities that surveillance enables are unevenly 
distributed — a pattern that single-figure 
cognitive-warfare assessments would ob-
scure. 

The cognitive-force-protection axis, 
the second of the five, captures the readi-
ness of a state-actor to defend its own pop-
ulation, force, and decision-making appa-
ratus from adversary cognitive operations. 
The asymmetry between the Russian (2) 
and the NATO and Chinese (1 each) scores 
on this axis reflects an operational profile 
in which Russian state structures have in-
vested more heavily in domestic cognitive-
force protection than have the compara-
tors, partly on account of the regime-secu-
rity imperative that animates Russian infor-
mation policy and partly on account of the 
perceived threat from Western information 
operations that Adamsky (2018) and 
Splidsboel Hansen (2021) both document. 
The implication for the NATO doctrinal 
review cycle now opening in 2024 is that 
cognitive-force-protection capability is not 
equivalent to general cybersecurity capabil-
ity and that its development requires dis-
tinct doctrinal and institutional investment. 

The offensive-cognitive-operations-ca-
pability axis, the third of the five, captures 
the readiness of a state-actor to execute 
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deliberate cognitive operations against ad-
versary populations, forces, or decision-
making apparatuses. This axis is the most 
discriminating across the three reference 
cases, with the Russian Federation scoring 
highest on the strength of the operational 
record across 2017–2023 documented by 
Splidsboel Hansen (2021), Minic (2023), 
and Danyk and Briggs (2023). The corre-
sponding NATO and Chinese scores of 1 
reflect, respectively, the political-legal con-
straints on Allied offensive operations and 
the predominantly peacetime orientation of 
Chinese cognitive-domain operations di-
rected against Taiwan and Hong Kong. The 
cross-actor variation on this axis is the prin-
cipal driver of the cross-actor variation in 
the composite CDORI score. 

The algorithmic-detection-and-coun-
ter-deepfake-capacity axis, the fourth of the 
five, captures the readiness of a state-actor 
to detect, attribute, and counter algorithmi-
cally generated influence content. The Chi-
nese score of 2 on this axis reflects substan-
tial state investment in computational so-
cial-science and platform-control infra-
structure during the analysed period; the 
corresponding NATO and Russian scores 
of 1 reflect, respectively, the fragmentation 
of Allied detection capabilities across mem-
ber states and the asymmetric Russian in-
vestment in offensive rather than defensive 
capabilities. The axis is conceptually dis-
tinct from the cognitive-force-protection 
axis because it addresses the technological 
substrate of detection rather than the doc-
trinal architecture of force protection. 

The doctrinal-and-organisational-inte-
gration axis, the fifth of the five, captures 
the depth at which the cognitive domain 
has been embedded in the conducting 
state-actor's formal operational planning. 
None of the three reference state-actors 
achieves the maximum score on this axis as 
of late 2023, reflecting the early-stage char-
acter of the cognitive-domain doctrinal 

vocabulary even in the most advanced 
cases. The Chinese score of 1 reflects the 
integration of cognitive-domain operations 
into the People's Liberation Army's holis-
tic-influence framework; the correspond-
ing Russian score of 1 reflects the partial in-
tegration of cognitive operations into the 
cross-domain coercion mechanism that 
Adamsky (2018) documents; the corre-
sponding NATO score of 1 reflects the 
maturation of Allied Command Transfor-
mation's exploratory concept during 2021–
2023. The implication is that all three refer-
ence actors, including the most advanced 
Russian case, retain substantial scope for 
further doctrinal-and-organisational inte-
gration in the post-2023 period. 

 
REDEFINING THE PRINCIPLES 
OF THE ART OF WAR FOR THE 

COGNITIVE DOMAIN 
 

The second analytical task is to specify 
what the CDORI's three-state assessment 
implies for the classical principles of the art 
of war. The principles as conventionally 
taught — mass, manoeuvre, surprise, secu-
rity, simplicity, unity of command, econ-
omy of force, objective, and offensive — 
were formulated for kinetic operations and 
have not been formally extended to the 
cognitive domain in the doctrinal literature 
available by the end of 2023 (Libiseller, 
2023). The present analytical section ad-
vances a structured reformulation of each 
of these principles for the cognitive do-
main, drawing on the empirical evidence as-
sembled in the literature review and the 
cross-state pattern documented in the Re-
search Results section. 

The principle of mass acquires a dis-
tinctive cognitive-domain meaning. In ki-
netic operations, mass refers to the concen-
tration of force at the decisive point and 
time. In cognitive operations, mass refers 
to the concentration of narrative volume, 
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platform reach, and message repetition at 
the cognitive analogue of the decisive point 
— the moment and audience at which a 
particular cognitive effect is most likely to 
take hold. The Russian operational record 
across 2017–2023 documents this cogni-
tive-domain mass principle through the use 
of coordinated multi-platform campaigns 
directed at specific target audiences during 
specific operational windows (Splidsboel 
Hansen, 2021; Minic, 2023). The cognitive-
domain reformulation of mass is therefore 
neither a metaphorical extension of the ki-
netic principle nor a fully distinct concept 
but an analogue that operates by different 
mechanisms while preserving the analytic 
core of concentrated effect. 

The principle of manoeuvre acquires a 
similar cognitive-domain analogue. In ki-
netic operations, manoeuvre refers to the 
movement of forces relative to the adver-
sary to achieve positional advantage. In 
cognitive operations, manoeuvre refers to 
the dynamic reshaping of the information 
environment in which the adversary's cog-
nitive-decision-making operates, achieved 
through narrative pivots, platform shifts, 
and the strategic timing of disclosures. The 
Chinese operational record against Taiwan 
documents this cognitive-domain manoeu-
vre through the integration of public-opin-
ion management, legal warfare, and psy-
chological warfare in the holistic-influence 
framework that Hung and Hung (2022) 
document. The cognitive-domain reformu-
lation of manoeuvre is structurally similar 
to the kinetic principle but operates on the 
perception architecture of the target rather 
than on its physical position. 

The principle of surprise translates 
more directly into the cognitive domain 
than do mass or manoeuvre. The deploy-
ment of unanticipated narrative content, 
the disclosure of unanticipated infor-
mation, and the timing of operations to co-
incide with adversary cognitive 

vulnerability all preserve the kinetic-opera-
tions logic of surprise in their cognitive-do-
main expression. The deepfake deployment 
documented across the Russo-Ukrainian 
war supplies an empirical instance of cog-
nitive-domain surprise, with the June 2022 
deepfake of the mayor of Kyiv calling for 
surrender being a paradigm case 
(Splidsboel Hansen, 2021; Danyk & Briggs, 
2023). The principle of security similarly 
translates: the protection of the conducting 
state-actor's own cognitive battlespace 
from adversary surprise requires the cogni-
tive-force-protection capability that the 
CDORI's second axis measures. 

The principle of economy of force, per-
haps the most analytically distinctive of the 
classical principles, takes on a particular 
meaning in the cognitive domain. The cog-
nitive battlespace is characterised by ex-
treme asymmetries between the cost of 
generating cognitive content and the cost 
of detecting and countering it; an offensive 
operation that costs a state-actor several 
million United States dollars to mount can 
require defensive expenditures an order of 
magnitude larger to detect, attribute, and 
counter. The economy-of-force principle 
for the cognitive domain therefore implies 
that the conducting state-actor should con-
centrate offensive resources on operations 
whose marginal cognitive return outweighs 
the marginal defensive cost imposed on the 
adversary, a calculation that the CDORI's 
algorithmic-detection-and-counter-deep-
fake-capacity axis indirectly captures. The 
principle's cognitive-domain expression is 
empirically observable in the Russian oper-
ational pattern of high-volume, low-cost 
narrative production designed to over-
whelm the Western detection-and-attribu-
tion apparatus (Splidsboel Hansen, 2021; 
Wiswesser, 2023; Libiseller, 2023). 

The principles of unity of command, 
simplicity, objective, and offensive each 
translate into the cognitive domain in ways 
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that the present article cannot fully treat at 
the level of detail that the principles de-
serve. The brief observation that the cogni-
tive domain admits a structured reformula-
tion of each of the classical principles, how-
ever, is sufficient to support the H3 hy-
pothesis: the principles of the art of war re-
quire formal extension into the cognitive 
domain to retain analytical adequacy under 
contemporary conditions, and the 
CDORI's five-axis decomposition supplies 
the structural vocabulary on which that ex-
tension can be built. The doctrinal review 
cycle now opening in 2024 has the oppor-
tunity to undertake this extension with the 
benefit of the 2017–2023 evidence base 
that the present article has surveyed. 

 
DOCTRINAL AND POLICY IMPLI-

CATIONS 
 

The third analytical task is to specify 
what the CDORI implies for operational 
doctrine and policy in the 2024 review cy-
cle. Three implications stand out. The first 
is that the cognitive domain should be pro-
moted from an emerging conceptual cate-
gory to a formal operational space in 
NATO doctrine, with the CDORI or an 
equivalent structured assessment instru-
ment supplying the measurement vocabu-
lary. The current NATO doctrinal vocabu-
lary, as articulated in the 2022 Strategic 
Concept and the parallel Allied Command 
Transformation exploratory concept, treats 
cognitive considerations as a cross-cutting 
theme rather than as a structured opera-
tional domain. The Russo-Ukrainian war 
and the Chinese cognitive-domain-opera-
tions doctrine each demonstrate that cogni-
tive operations have crossed the threshold 
at which thematic treatment is no longer 
adequate, and the 2024 doctrine review cy-
cle should accordingly elevate the cognitive 
domain to formal-operational-space status 

(Splidsboel Hansen, 2021; Hung & Hung, 
2022; Miller, 2023). 

The second implication is that the cog-
nitive-domain doctrine should adopt the 
CDORI's five-axis decomposition as its an-
alytical foundation. The decomposition 
supplies a structured vocabulary that oper-
ational planners can use to assess their own 
readiness and the readiness of adversaries, 
that intelligence analysts can use to track 
the trajectory of cognitive-domain capabil-
ity over time, and that doctrine writers can 
use to identify gaps and prioritise invest-
ments. The cross-actor pattern docu-
mented in the Research Results section — 
with the Russian Federation scoring highest 
on the offensive axis, the People's Republic 
of China scoring highest on the doctrinal-
integration and algorithmic-detection axes, 
and NATO scoring highest on no single 
axis — supplies the analytic baseline against 
which subsequent doctrinal reformulation 
can be calibrated. 

The third implication is that the princi-
ples of the art of war should be formally ex-
tended into the cognitive domain through a 
structured reformulation of each classical 
principle, drawing on the empirical patterns 
documented in the 2017–2023 literature 
and on the CDORI's five-axis decomposi-
tion. The reformulation outlined in the pre-
vious analytical section is preliminary and 
partial, but the broader programme is well 
within the scope of a single review cycle. 
The resulting cognitive-domain principles 
should be articulated in NATO doctrine 
alongside the existing kinetic-operations 
principles rather than as a replacement for 
them, and the integration of the two sets of 
principles should be the subject of a subse-
quent doctrinal volume that the 2024 re-
view cycle could initiate. 

Beyond these specific doctrinal recom-
mendations, the CDORI has implications 
for the validation research that the next 
phase of cognitive-warfare research needs 
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to undertake. The instrument as presented 
here is hypothesis-generating rather than 
fully validated, and the validation requires 
(1) a multi-coder inter-rater reliability study 
using the CDORI scoring criteria across at 
least three independent coding teams, (2) 
an extension of the three-case design to a 
larger comparative-policy cohort that in-
cludes mid-tier state-actors such as Iran, Is-
rael, Turkey, and the United Kingdom as a 
NATO sub-unit, and (3) a longitudinal ex-
tension that tracks CDORI scores at six-
month intervals from 2024 onward to iden-
tify the temporal dynamics of cognitive-do-
main capability development. Each of these 
studies is feasible within a one-to-three-
year horizon and could be undertaken by 
the existing strategic-studies research infra-
structure at NATO Defense College, the 
United States Army War College, and part-
ner-nation equivalents. 

A final policy implication concerns the 
integration of the CDORI into the broader 
strategic-communications, hybrid-threats, 
and influence-operations frameworks that 
NATO and partner nations have developed 
during 2017–2023. The strategic-communi-
cations doctrine, the Hybrid Centre of Ex-
cellence in Helsinki, and the various influ-
ence-operations response cells across 
member states each address aspects of the 
cognitive battlespace, but their analytical 
vocabularies are uncoordinated and par-
tially redundant. The CDORI supplies an 
integrative vocabulary that can serve as the 
connective tissue across these dispersed ef-
forts, allowing the existing investments to 
compose into a single readiness assessment 
rather than a fragmented capability inven-
tory. The 2024 review cycle should con-
sider whether the CDORI or an equivalent 
integrative instrument should be adopted 
as the Alliance-level analytic baseline for 
cognitive-domain capability, and the pre-
sent article advocates for that adoption. 

 

CONCLUSION 
 

Western operational doctrine has, be-
tween 2017 and 2023, faced sustained em-
pirical and conceptual pressure to recognise 
the cognitive domain as a distinct opera-
tional space. The Russo-Ukrainian war and 
the Chinese cognitive-domain-operations 
doctrine each supply substantial empirical 
evidence for the operational salience of 
cognitive operations, and the parallel aca-
demic literature has matured sufficiently to 
support a structured analytical engagement 
with the resulting doctrinal questions. This 
article has accepted the broad analytic 
framing while arguing that the existing lit-
erature has not yet supplied a structured as-
sessment instrument by which a state-ac-
tor's preparedness in the cognitive domain 
can be measured. The Cognitive-Domain 
Operational Readiness Index (CDORI) has 
been advanced to fill that gap. 

The first hypothesis, that the cognitive 
domain has structurally crossed the thresh-
old of doctrinal recognition during the 
2017–2023 window, finds clear support in 
the empirical record. The maturation of 
NATO Allied Command Transformation's 
exploratory concept, the entry of the disci-
pline into peer-reviewed scholarship across 
the Journal of Strategic Studies, the Journal 
of Slavic Military Studies, the Journal of 
Global Security Studies, Ethics and Infor-
mation Technology, and adjacent venues, 
and the operational deployment of cogni-
tive-domain capabilities across the three 
reference state-actors each contribute inde-
pendently to the threshold-crossing find-
ing. The hypothesis is therefore confirmed. 

The second hypothesis, that cognitive-
operations capability is unevenly distrib-
uted across the three reference state-actors 
with Russia exhibiting the highest compo-
site readiness score, finds clear support. 
The Russian composite CDORI of approx-
imately 8 against the Chinese composite of 
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approximately 7 and the NATO composite 
of approximately 6 documents the cross-
actor heterogeneity. The structural decom-
position into five axes further documents 
that the heterogeneity is not driven by a sin-
gle capability dimension but by a distinctive 
cross-actor pattern in which each state-ac-
tor scores differently on different axes, with 
Russia leading on the offensive axis, China 
leading on the doctrinal-integration and al-
gorithmic-detection axes, and NATO lead-
ing on no single axis. The hypothesis is 
therefore confirmed. 

The third hypothesis, that the princi-
ples of the art of war require formal exten-
sion into the cognitive domain to retain an-
alytical adequacy under contemporary con-
ditions, finds support but with the qualifier 
that the support is preliminary rather than 
definitive. The structured reformulation of 
mass, manoeuvre, surprise, security, and 
economy of force outlined in the second 
analytical section establishes that the classi-
cal principles admit cognitive-domain ana-
logues, but the full reformulation of all nine 
principles requires a sustained doctrinal 
programme that lies beyond the scope of a 
single article. The hypothesis is therefore 
conditionally confirmed, with the recom-
mendation that the 2024 doctrine review 
cycle initiate the full reformulation as a 
multi-year project. 

The principal original contribution of 
this article is the introduction of the Cogni-
tive-Domain Operational Readiness Index 
— a five-axis composite assessment frame-
work with operationalised criteria, a three-
tier interpretation, and a three-state empir-
ical application — together with the 
demonstration that the index can be con-
structed from the verified 2017–2023 evi-
dence base. The CDORI contributes to the 
strategic-studies literature in three ways: it 
supplies a structured measurement instru-
ment that the existing thematic and ethical 
literatures lack; it disaggregates cognitive-

domain capability into five axes whose 
cross-actor variation is empirically distin-
guishable; and it generates a research 
agenda — including the validation studies 
and the multi-actor extension outlined in 
the doctrinal-implications section — that 
subsequent work can pursue with multi-
coder reliability designs and longitudinal 
data. 

The methodological limitations of the 
analysis are concrete and have been 
acknowledged: the CDORI is a hypothesis-
generating instrument that awaits prospec-
tive validation; the three-case selection 
privileges the major state-actors over mid-
tier and emerging cognitive-domain actors; 
the linguistic asymmetry of source coverage 
favours English-language scholarship and 
secondary content analyses of Russian and 
Chinese primary doctrinal sources over in-
dependent translations; and the treatment 
of NATO as a single actor abstracts from 
substantial inter-Allied heterogeneity in 
cognitive-domain capability. The substan-
tive limitation is that the CDORI is pre-
sented in this article as a five-axis instru-
ment, whereas a more elaborate decompo-
sition with seven or nine axes might capture 
additional capability dimensions that the 
present design subsumes into broader cate-
gories. 

Three directions for further research 
follow. First, the CDORI should be sub-
jected to a multi-coder inter-rater reliability 
study with at least three independent cod-
ing teams trained on the same operational-
ised criteria, with particular attention to the 
inter-coder reliability of the doctrinal-inte-
gration and offensive-capability axes that 
the present application identifies as most 
discriminating. Second, the three-case de-
sign should be extended to a larger compar-
ative-policy cohort that includes mid-tier 
state-actors and that disaggregates the 
NATO composite at the member-state 
level. Third, the temporal-dynamics 
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observation that all three reference actors 
increased their CDORI scores during 
2017–2023 should be tested over a longer 
time horizon to determine whether the tra-
jectory is monotonic, accelerating, or satu-
rating. Whether the CDORI's analytic value 

will prove sufficient to justify its incorpora-
tion into formal NATO doctrine is a ques-
tion this article cannot resolve. Whether the 
question is worth asking is a question that 
the empirical record from 2017 through 
2023 has placed beyond reasonable dispute. 
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Sažetak: Zapadna operativna doktrina dugo je klasifikovala vođenje rata kroz četiri domena — 
kopno, more, vazduh i svemir — te dodala sajber-prostor kao peti domen nakon NATO samita 
u Lisabonu 2010. godine. Ubrzana konvergencija neuronaučnih istraživanja, algoritamske obrade 
i masovnih informacijskih operacija generisala je između 2017. i 2023. godine empirijski i kon-
ceptualni pritisak da se kognitivna domena prizna kao zaseban operativni prostor uz postojećih 
pet. Rusko-ukrajinski rat koji je otpočeo u februaru 2022. godine ponudio je najpotentniji slučaj 
toga pritiska, a paralelne kognitivno-domenske operacije Narodne oslobodilačke vojske Narodne 
Republike Kine generisale su drugu značajnu empirijsku osnovu. Ovaj članak, napisan uz korist 
dvogodišnjih ratnih dokaza iz Ukrajine i konsenzusnog oblikovanja NATO-ovog eksploratornog 
koncepta kognitivnog rata, bavi se specifičnim nedostatkom u literaturi. Iako je recenzirana liter-
atura o kognitivnom ratu značajno sazrela tokom 2017–2023, nijedna objavljena studija nije pro-
izvela strukturiran i operacionalizovan instrument procjene kojim se može mjeriti pripremljenost 
državnog aktera u kognitivnoj domeni. U članku se uvodi Indeks operativne pripremljenosti za 
kognitivnu domenu (Cognitive-Domain Operational Readiness Index, CDORI), novi okvir 
procjene na pet osa koji obuhvata nadzor informacijske sredine, zaštitu kognitivnih snaga, ofan-
zivnu sposobnost kognitivnih operacija, algoritamsku detekciju i kapacitet suprotstavljanja deep-
fake-u, te doktrinarnu i organizacijsku integraciju. Svaka osa se boduje od nula do dva po opera-
cionalizovanim kriterijumima, što daje kompozitni skor od nula do deset. CDORI se primjenjuje 
na tri kodirana slučaja — NATO kolektivno, Rusku Federaciju i Narodnu Republiku Kinu — za 
period 2017–2023. i daje kompozitne rezultate od 6, 8 i 7 respektivno. Testiraju se tri hipoteze: 
da je kognitivna domena strukturno prešla prag doktrinarnog priznanja tokom analiziranog peri-
oda; da je sposobnost kognitivnih operacija neravnomjerno raspoređena kroz tri referentna aktera 
uz Rusiju koja pokazuje najveći kompozitni skor; i da načela ratne vještine zahtijevaju formalno 
proširenje u kognitivnu domenu da bi zadržala analitičku adekvatnost pod savremenim uslovima. 
Doktrinarne implikacije su da načela mase, manevra, iznenađenja i ekonomičnosti sile zahtijevaju 
eksplicitnu reformulaciju u kognitivnoj domeni u narednom NATO ciklusu revizije doktrine.  
Ključne riječi: kognitivni rat, kognitivna domena, neuronauka, algoritamski rat, peti operativni prostor, 
NATO doktrina, CDORI, hibridne prijetnje. 

https://doi.org/10.65932/military-studies-2024-1-4

