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Abstract: Between October 2023 and early 2025 the Baltic Sea experienced a sequence of dam-
aging incidents to submarine telecommunications cables and energy pipelines, from the Bal-
ticconnector gas pipeline and adjacent data cables to the C-Lion1, Estlink 2, and related cable 
breaks, most of them attributed in public debate to anchor-dragging by vessels linked to a sanc-
tioned shadow fleet. This review synthesises the peer-reviewed literature published between 2019 
and 2026 on three questions raised by these events: why the infrastructure is so vulnerable, why 
responsibility is so hard to attribute, and why international law struggles to prevent or sanction 
such acts beyond the territorial sea. A semi-systematic, thematic review method was applied 
across Scopus, Web of Science, and Crossref, supplemented by primary legal instruments and 
European Union and NATO documents, yielding forty-seven sources synthesised into four do-
mains: the threat landscape, the attribution problem, the legal grey-zone gaps, and the emerging 
response. The review's contribution is an integrative attribution–accountability gap framework 
that joins three literatures usually kept apart, the maritime-infrastructure-security, the grey-zone 
and attribution, and the law-of-the-sea literatures, and traces a four-link chain from detection to 
attribution to legal characterisation to response, showing that Baltic subsea sabotage occupies a 
doubly permissive space in which an act is simultaneously hard to attribute and hard to sanction. 
The synthesis finds that physical vulnerability is structural and growing, that deniability is the 
deliberate design feature of grey-zone action rather than an incidental difficulty, that the United 
Nations Convention on the Law of the Sea protects the laying of cables and pipelines far better 
than it protects them from intentional harm, and that the institutional response is real but imma-
ture. The review concludes that closing the accountability gap depends less on new technology 
than on strengthened coastal-state jurisdiction, evidentiary cooperation, and a resilience-by-de-
sign posture, and it identifies the absence of an agreed legal threshold for sabotage below the use 
of force as the field's central unresolved problem. 
Keywords: submarine cables, subsea pipelines, critical maritime infrastructure, grey-zone, attribution, UN-
CLOS, Baltic Sea security. 

INTRODUCTION 

The seabed is the unseen floor of mod-
ern life. Roughly the entire intercontinental 

internet, the bulk of cross-border financial 
messaging, and a growing share of European 
energy move through cables and pipelines 
laid on or beneath it, and almost none of that 
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infrastructure was designed to survive delib-
erate attack. For most of its history this ex-
posure did not matter much, because the cost 
of reaching the seabed deterred all but states 
and the few states able to reach it had little 
reason to cut the lines they also depended 
upon. The Baltic Sea between October 2023 
and early 2025 showed how thoroughly that 
calculus has changed. A run of incidents, be-
ginning with simultaneous damage to the Bal-
ticconnector pipeline and nearby communi-
cations cables and continuing through the 
severing of the C-Lion1 and Estlink 2 con-
nections and several other cables, demon-
strated that subsea infrastructure can now be 
damaged repeatedly, cheaply, and with a de-
gree of deniability that leaves victim states 
unsure whether they have suffered an acci-
dent, a provocation, or an act of war (Ring-
bom, 2025; Neal, 2026). 

These events did not arrive without 
warning. The destruction of the Nord Stream 
pipelines in September 2022 had already ex-
posed how a single covert act against subsea 
energy infrastructure could inflict strategic 
damage while resisting confident attribution 
(Sun, 2025; Gülcan & Erginer, 2023), and the 
academic security-politics literature had been 
arguing for some years that the hidden, dis-
tributed, and jurisdictionally awkward charac-
ter of submarine cables made them an ideal 
target for coercion below the threshold of 
war (Bueger & Liebetrau, 2021). What the 
Baltic incident wave added was repetition and 
pattern, turning a shocking anomaly into a 
recognisable mode of pressure and forcing 
the questions this review addresses out of the 
seminar room and into the operations centres 
of coastal states. 

The difficulty is that the evidence and 
analysis needed to understand the phenome-
non are dispersed across three scholarly com-
munities that rarely cite one another. The 
maritime-infrastructure-security literature ex-
plains the physical and strategic vulnerability 
of cables and pipelines and the governance of 
their protection; the security-studies litera-
ture on grey-zone conflict and the attribution 

problem explains why responsibility for such 
acts is so hard to establish and why that diffi-
culty is exploited deliberately; and the inter-
national-law literature explains why the 
United Nations Convention on the Law of 
the Sea and the law of state responsibility of-
fer such thin protection against intentional 
damage in the exclusive economic zone and 
on the high seas. A reader who consults only 
one of the three sees only a third of the prob-
lem. 

This review is organised around four 
questions that span the three communities. 
The first asks what makes Baltic submarine 
cables and pipelines so vulnerable, and what 
the 2023–2025 incident wave reveals about 
the threat. The second asks why attribution 
of subsea sabotage is so difficult, and how 
grey-zone and deniability dynamics exploit 
that difficulty. The third asks what gaps in the 
law of the sea and in the law of state respon-
sibility impede prevention, response, and ac-
countability beyond the territorial sea. The 
fourth asks what governance, detection, resil-
ience, and deterrence responses are emerg-
ing, and how adequate they are. 

The contribution of this review is inte-
grative rather than empirical. It proposes an 
attribution–accountability gap framework 
that connects the three literatures and traces 
a four-link causal chain, from detection of an 
incident, to technical and political attribution 
of responsibility, to the legal characterisation 
of the act, to the available response and ac-
countability, showing that each link can fail 
and that Baltic subsea sabotage exploits the 
failure of several at once. The framework's 
claim is that the infrastructure sits in a doubly 
permissive space, technically hard to attribute 
and legally hard to sanction, and that this 
conjunction, not either difficulty alone, is 
what makes the seabed an attractive arena for 
grey-zone coercion. The framework is of-
fered as an organising instrument for a frag-
mented field, which is the proper ambition of 
a review, and not as a new empirical finding. 

The article proceeds as follows. The next 
section positions the review and states its 
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method. A results section presents the the-
matic synthesis and the framework. Four an-
alytical sections then develop the domains in 
turn, treating the threat landscape, the attrib-
ution problem, the legal grey-zone gaps, and 
the emerging response. A conclusion answers 
the four questions, states the review's limita-
tions, and identifies what the field still needs 
to resolve. 

LITERATURE REVIEW AND METH-
ODOLOGY 

Literature Review 

The maritime-infrastructure-security lit-
erature is the first of the three the review 
draws together, and it has matured quickly 
under the pressure of events. Its agenda was 
set by the argument that the global submarine 
cable network is a form of hidden infrastruc-
ture whose very invisibility shapes the politics 
of its protection (Bueger & Liebetrau, 2021), 
and it has since produced a conceptual pro-
gramme for critical maritime infrastructure 
protection that asks what, precisely, is to be 
protected and by whom (Bueger & Liebetrau, 
2023), together with proposals for coordinat-
ing that protection across the maritime-secu-
rity, cybersecurity, and counter-piracy do-
mains (Liebetrau & Bueger, 2024). Onto this 
governance core a rapidly expanding applied 
literature has been grafted: comparative anal-
ysis of cable risk and resilience from the 
physical seabed up to geopolitics (Cannon et 
al., 2026), regional studies of the security gap 
in cable protection (Cannon, 2025; Daven-
port, 2025), assessment of the novel threat 
posed by uncrewed undersea vehicles (Ros-
siter, 2025), and engineering studies of how 
anchors and dropped objects actually damage 
subsea pipelines (Zhou et al., 2025; Zeng et 
al., 2025). 

The second literature concerns grey-zone 
conflict and the attribution problem, and it 
supplies the strategic logic that the infrastruc-
ture literature describes only at its edges. His-
torical and conceptual treatments locate grey-
zone action in a long tradition of coercion 

below the threshold of war while cautioning 
against the analytical looseness of the hybrid-
warfare label (Hughes, 2020; Libiseller, 2023; 
Janičatová & Mlejnková, 2021), and a distinct 
body of work theorises the deniability that is 
the technique's defining feature, asking when 
plausible deniability works and why states 
neither confirm nor deny responsibility for 
covert acts (Poznansky, 2020; Brown & 
Fazal, 2021; Pischedda & Cheon, 2023). Sab-
otage has lately been brought back into the 
centre of this discussion as a deliberate in-
strument of statecraft rather than a marginal 
nuisance (Rovner et al., 2025; Lindsay, 2025), 
and the deterrence side has been examined 
through the difficulty of deterring sub-con-
ventional and below-threshold interference 
(Halas, 2022; Bergaust & Sellevåg, 2024). 

The third literature is the law of the sea 
and of state responsibility, and it is where the 
protection deficit is most precisely diagnosed. 
Several recent studies address the Baltic and 
Nord Stream incidents directly, analysing the 
law-of-the-sea issues raised by suspected at-
tacks on submarine infrastructure (Ringbom, 
2025), coastal-state jurisdiction over acts 
against transiting pipelines in the exclusive 
economic zone and on the continental shelf 
(Sun, 2025), and the conventional jurisdic-
tional approaches available to protect cables 
and pipelines together with their limits (Lott, 
2025). A broader body treats the underlying 
regime, including the coastal-state obligation 
not to impede pipelines on the continental 
shelf (Kamiński & Szewczyk, 2022), the pro-
tection of cables under investment law (Yang, 
2021), and the use of grey-zone lawfare 
around passage and operational rights 
(McLaughlin, 2024), while the attribution 
side is supplied by the international-law 
scholarship on due diligence as a secondary 
rule and on the patchwork of protective ob-
ligations that govern responsibility for harm 
(Mackenzie-Gray Scott, 2021; Coco & de 
Souza Dias, 2021). 

The gap this review addresses is the ab-
sence of any synthesis that joins the three. 
Each community analyses one face of the 
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problem with sophistication, yet the phe-
nomenon of Baltic subsea sabotage is consti-
tuted precisely by their intersection, in which 
a physically vulnerable target is struck by a 
deniable act that the law cannot easily char-
acterise or sanction. The attribution–ac-
countability gap framework introduced here 
is the device by which the three faces are 
brought into a single view. 

Research Methodology 

This article is a semi-systematic, thematic 
literature review rather than a meta-analysis 
or a fully protocolised systematic review, and 
the choice follows from the subject: the rele-
vant evidence spans engineering studies, se-
curity-studies theory, doctrinal legal analysis, 
and primary legal instruments, a heterogene-
ity that makes quantitative pooling impossi-
ble and thematic synthesis appropriate. The 
search drew on Scopus, Web of Science, and 
Crossref, supplemented by targeted retrieval 
of primary legal instruments and of Euro-
pean Union and NATO documents. Search 
terms combined an infrastructure set, includ-
ing submarine cable, subsea pipeline, critical 
maritime infrastructure, and seabed warfare, 
with a security-and-law set, including grey 
zone, hybrid threat, attribution, sabotage, 

UNCLOS, state responsibility, and Baltic 
Sea, joined by Boolean operators, and the ref-
erence lists of the most central sources were 
hand-searched for further leads. 

Inclusion criteria were peer-reviewed 
journal articles published between 2019 and 
2026, written in English, and addressing at 
least one of the four domains; primary legal 
instruments and intergovernmental docu-
ments were admitted separately as primary 
sources of the legal and institutional context, 
with treaties cited at their year of adoption as 
an explicit exception to the recency rule. Ex-
clusion criteria removed non-peer-reviewed 
commentary, think-tank and grey-literature 
reports, and non-indexed or predatory out-
lets, except where an intergovernmental doc-
ument was itself the object of analysis. 
Screening prioritised Scopus-indexed venues, 
and of the forty-seven sources retained, 
thirty-nine are peer-reviewed articles in Sco-
pus-indexed journals and the remaining eight 
are primary legal instruments and European 
Union or NATO documents. Table 1 records 
the criteria and counts. I want to be candid 
that the search was not exhaustive in the 
PRISMA sense, without dual independent 
screening or formal risk-of-bias appraisal, so 
the review should be read as a structured nar-
rative synthesis. 

 

Parameter Specification 

Databases Scopus, Web of Science, Crossref (+ UNCLOS, ILC, EU, NATO docu-
ments) 

Period 2019–2026 (treaties/legal instruments cited at adoption year) 

Language English 

Source types Peer-reviewed articles; primary legal instruments; EU/NATO documents 

Synthesis Thematic synthesis into four domains; attribution–accountability gap 
framework 

Sources retained 47 total; 39 in Scopus-indexed journals 
Table 1. Search and selection summary for the semi-systematic review. 

 
Synthesis proceeded by coding each 

source to one or more of four domains that 
emerged inductively and were then used to 
organise the material: the threat landscape, 
the attribution problem, the legal grey-zone 

gaps, and the emerging response. Within and 
across these domains the analysis traced the 
four-link chain, detection, attribution, legal 
characterisation, and response, that consti-
tutes the framework, asking at each link what 
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the literature shows can go wrong and how 
the Baltic incidents illustrate it. The incidents 
themselves are treated as the documented 
empirical backdrop discussed by the legal and 
security sources rather than as objects of in-
dependent fact-finding, since this is a review 
of the scholarship and not an investigation of 
the events. 

RESEARCH RESULTS 

The thematic synthesis produced four 
domains and one organising framework. The 
domains are uneven in their evidentiary ma-
turity, and that unevenness is itself a result 
worth stating before the framework is pre-
sented. The legal domain is the best devel-
oped for the Baltic specifically, because sev-
eral 2024–2025 articles analyse the incidents 
and the Nord Stream precedent directly 
(Ringbom, 2025; Sun, 2025; Lott, 2025). The 
attribution domain is supported by a mature 
theoretical literature on deniability that pre-
dates the incidents but maps onto them pre-
cisely (Poznansky, 2020; Brown & Fazal, 
2021). The threat-landscape domain is broad 
but globally rather than Baltic-focused, 

drawing heavily on cable-security studies 
from other regions (Cannon, 2025; Daven-
port, 2025). The response domain is the most 
provisional, because the institutions are new 
and the peer-reviewed evaluation of them is 
only beginning (Liebetrau & Bueger, 2024; 
Becker, 2025). 

The framework that organises these do-
mains is the four-link attribution–accounta-
bility chain set out in Table 2. Each link is a 
point at which the conversion of a seabed in-
cident into accountability can fail: detection 
may be late or ambiguous; attribution may be 
technically or politically unattainable; legal 
characterisation may fall into a gap between 
accident, tort, and armed attack; and re-
sponse may be foreclosed by jurisdictional 
limits even when responsibility is morally 
clear. The central result of the synthesis is 
that Baltic subsea sabotage does not exploit a 
single weak link but the compounding of sev-
eral, so that an act can be detected yet unat-
tributable, or attributed yet uncharacterisable, 
or characterised yet unsanctionable, and the 
attacker needs only one link to hold to escape 
accountability while the defender needs all 
four. 

 

Link Failure mode Representative evidence 

 
1. Detection 

Late, ambiguous, or accident-
indistinguishable damage sig-
natures 

Gülcan & Erginer (2023); Liang et al. 
(2024); Qi et al. (2026) 

 
2. Attribution 

Deniability by design; 
proxy/shadow-fleet vessels; 
evidentiary thresholds 

Poznansky (2020); Brown & Fazal 
(2021); Rovner et al. (2025) 

3. Legal character-
isation 

No agreed threshold between 
accident, tort, and use of force 

Ringbom (2025); Lott (2025); McLaugh-
lin (2024) 

4. Response / ac-
countability 

Jurisdiction thin beyond terri-
torial sea; weak enforcement 

Sun (2025); Kamiński & Szewczyk 
(2022); Becker (2025) 

Table 2. The attribution–accountability gap framework: four links from incident to accountability, the failure 
mode at each, and representative evidence. 

 
A second result, cutting across the four 

links, concerns the role of the shadow fleet 
and the anchor as the signature method of 
the Baltic wave. The recurrence of damage 
caused by vessels dragging anchors across 

cable and pipeline corridors, rather than by 
sophisticated covert means, is consequential 
precisely because it sits at the boundary of 
every link: an anchor drag is hard to distin-
guish from negligence at detection, supplies 
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built-in deniability at attribution, resists char-
acterisation as an armed attack at the legal 
link, and is committed by flag-of-conven-
ience vessels that complicate enforcement at 
the response link (Ringbom, 2025; Lott, 
2025; Zhou et al., 2025). The crudeness of 
the method is not a sign of limited capability; 
it is the optimisation of the method to the 
gaps the framework identifies, and the analyt-
ical sections develop that argument. 

THE THREAT LANDSCAPE: PHYSI-
CAL VULNERABILITY AND THE 

BALTIC INCIDENT WAVE 

The first domain establishes that the vul-
nerability is structural rather than incidental. 
Submarine cables and pipelines are laid, by 
physical necessity, in long, thin, fixed, and 
mapped corridors, and they cannot be hard-
ened along their length or moved when 
threatened, so the protection problem is 
qualitatively different from that of a discrete 
installation (Bueger & Liebetrau, 2021). The 
infrastructure-security literature has formal-
ised this into a programme of critical mari-
time infrastructure protection that begins by 
asking what is even meant by protecting a dis-
tributed, partly private, partly hidden network 
whose ownership and jurisdiction change 
along its route (Bueger & Liebetrau, 2023). 
The applied studies then quantify the expo-
sure: cable-risk mapping that integrates sea-
bed bathymetry with geopolitics to rank cor-
ridors by vulnerability (Cannon et al., 2026), 
regional analyses of the security gap between 
the value of cables and the means available to 
protect them (Cannon, 2025; Davenport, 
2025), and assessments of an emerging threat 
vector in the form of uncrewed undersea ve-
hicles able to reach and manipulate the sea-
bed at low cost (Rossiter, 2025). 

The engineering literature supplies the 
mechanism by which the abstract vulnerabil-
ity becomes a severed line. Numerical studies 
of subsea pipelines subjected to anchor im-
pact and dragging show how readily a 
dragged anchor concentrates damaging force 

on a pipeline, and how the damage scales 
with anchor mass and drag geometry (Zhou 
et al., 2025), while reliability modelling that 
treats dropped-object impact and corrosion 
as competing failure processes quantifies 
how external mechanical insult interacts with 
the slow degradation of an ageing asset (Zeng 
et al., 2025; Yazdi et al., 2022). For cables the 
insult need not even be large, since a compar-
atively light anchor can shear a communica-
tions cable, and the same studies that map ca-
ble risk emphasise that the energy required to 
cause strategically significant damage is trivial 
relative to the value destroyed (Cannon et al., 
2026). The physical asymmetry between the 
cost of attack and the cost of consequence is 
the material foundation of the whole prob-
lem. 

That asymmetry is amplified by interde-
pendence. The resilience literature shows that 
energy and telecommunications infrastruc-
tures are coupled, so that damage to one cas-
cades into the other and a localised seabed in-
cident can propagate into disproportionate 
systemic effect (Alkhaleel, 2024; Tong et al., 
2025). The Baltic is a particularly concen-
trated instance of this coupling, with electric-
ity interconnectors, gas pipelines, and data 
cables sharing a small, shallow, and heavily 
trafficked sea, so that the same corridor may 
carry several critical functions and a single an-
chor may sever more than one (Becker, 
2025). The Nord Stream destruction and the 
situational-awareness gaps it exposed had al-
ready demonstrated that the maritime picture 
over such corridors was far thinner than the 
value passing through them warranted (Gü-
lcan & Erginer, 2023), and the Baltic incident 
wave of 2023–2025 confirmed that the corri-
dors remained, in practice, undefended along 
most of their length (Ringbom, 2025). 

A specific maritime phenomenon ties 
these vulnerabilities to a method: the so-
called shadow fleet of ageing, opaquely 
owned, and often inadequately insured tank-
ers that proliferated to move sanctioned oil 
and that has become the vehicle of choice for 
anchor-dragging incidents. Such vessels are 
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attractive instruments precisely because their 
flag, ownership, and insurance are deliber-
ately obscured, so that a ship found to have 
dragged its anchor across a corridor offers lit-
tle upward inference about sponsorship, and 
because their presence in Baltic shipping 
lanes is unremarkable until the moment dam-
age occurs (Rossiter, 2025; Becker, 2025). 
The detection literature treats them as the 
central object of maritime-domain aware-
ness, since the behaviours that betray a delib-
erate drag, loitering over a corridor, anoma-
lous speed, and a track that deviates onto the 
cable route, are exactly the anomalies that 
vessel-tracking analytics are now trained to 
flag (Liang et al., 2024; Qi et al., 2026). The 
shadow fleet is thus not a peripheral detail 
but the operational embodiment of the threat 
landscape, converting structural vulnerability 
into repeatable incident. 

The incident wave thus reads less as a se-
ries of accidents than as the exploitation of a 
known and documented exposure. Whether 
each specific event was deliberate is a ques-
tion the legal sources treat with appropriate 
caution, since an anchor drag is genuinely 
ambiguous, but the pattern, repeated damage 
to high-value corridors by vessels behaving 
anomalously, is exactly what the threat-land-
scape literature had predicted would become 
attractive once the deterrent of difficulty fell 
away (Bueger & Liebetrau, 2021; Rossiter, 
2025). The threat landscape, in short, is one 
in which the target is fixed and exposed, the 
method is cheap and ambiguous, and the 
consequence is systemic, and that combina-
tion is the precondition for everything the 
subsequent domains describe. 

THE ATTRIBUTION PROBLEM: 
DENIABILITY, AMBIGUITY, AND 

THE GREY ZONE 

The second domain explains why a de-
tected incident so rarely becomes an at-
tributed one. The security-studies literature is 
clear that grey-zone action is not a new cate-
gory of conflict but the deliberate operation 

of coercion in the space below the threshold 
that would trigger a decisive response, and 
that ambiguity is its organising principle ra-
ther than a by-product (Hughes, 2020; Janiča-
tová & Mlejnková, 2021). The hybrid-warfare 
label is criticised within that literature for an-
alytical looseness, and the criticism matters 
here because it warns against treating every 
ambiguous seabed incident as proof of a co-
ordinated campaign, a caution the legal 
sources echo (Libiseller, 2023). What the lit-
erature does establish firmly is that deniability 
is engineered: the actor chooses methods, 
proxies, and timing precisely so that respon-
sibility cannot be fixed to the standard a 
forceful response would require. 

The deniability scholarship gives this its 
sharpest form. Plausible deniability is theo-
rised not as the actor's hope of escaping sus-
picion, which is usually futile, but as the ma-
nipulation of the gap between what is sus-
pected and what can be proven to a political 
or legal standard (Poznansky, 2020). The 
finding that states routinely neither confirm 
nor deny responsibility for covert operations 
explains the otherwise puzzling behaviour 
around subsea incidents, in which a sus-
pected sponsor stays silent and a victim can-
not move from suspicion to attribution with-
out evidence it does not possess (Brown & 
Fazal, 2021). The recent assessment of 
whether deniability actually works, drawing 
on unclaimed coercive acts in the Ukraine 
war, suggests that the technique succeeds less 
by convincing anyone of innocence than by 
denying the target the certainty needed to re-
taliate proportionately (Pischedda & Cheon, 
2023). Applied to the Baltic, the implication 
is that the attacker's goal is not to be believed 
innocent but to keep the victim below the ev-
identiary threshold for a response. 

Sabotage is the form of grey-zone action 
best suited to this purpose, and the literature 
has lately restored it to prominence. The ar-
gument that sabotage is a recurring instru-
ment of statecraft, valuable precisely because 
it inflicts cost while supplying deniability, re-
frames the Baltic incidents as a contemporary 
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instance of a durable technique rather than as 
a novelty (Rovner et al., 2025), and the re-ex-
amination of landmark covert operations 
shows how sabotage has migrated from cyber 
means back toward physical effect when 
physical effect is harder to attribute (Lindsay, 
2025). The shadow fleet completes the pic-
ture: by routing damage through flag-of-con-
venience vessels with opaque ownership, the 
sponsor inserts a layer of deniable agency be-
tween itself and the act, so that even a vessel 
caught dragging its anchor across a cable sup-
plies only a weak inference about who, if an-
yone, directed it (Rovner et al., 2025; Ring-
bom, 2025). 

The attribution problem therefore has 
technical, evidentiary, and political layers that 
compound. Technically, the seabed is poorly 
observed and an anchor drag leaves an am-
biguous signature, a gap the maritime-do-
main-awareness literature is trying to close 
with automated anomaly detection from ves-
sel-tracking data (Liang et al., 2024; Qi et al., 
2026). Evidentially, even good tracking data 
establishes that a vessel was present and be-
having oddly, not that it acted on instruction, 
which is the proposition a response would 
need to rest on. Politically, the victim faces 
the deniability calculus directly, weighing the 
cost of acting on incomplete attribution 
against the cost of letting the act pass. The 
international-law scholarship on due dili-
gence offers a partial way through, by shifting 
some of the burden onto the state from 
whose vessels or territory the harm emanates, 
but it does so at the level of secondary rules 
whose application to deniable seabed acts re-
mains contested (Mackenzie-Gray Scott, 
2021; Coco & de Souza Dias, 2021). Attribu-
tion, in sum, fails not at one layer but across 
all three, which is why the framework treats 
it as the pivotal link. 

LEGAL GREY-ZONE GAPS: UN-
CLOS, JURISDICTION, AND STATE 

RESPONSIBILITY 

The third domain locates the gaps in the 
law itself, and the legal literature is unusually 
candid that they are real. The United Nations 
Convention on the Law of the Sea was built 
to guarantee the freedom to lay submarine 
cables and pipelines, not to protect them 
from those who would deliberately cut them, 
and its architecture reflects that origin 
(United Nations, 1982). On the high seas and 
in the exclusive economic zone the freedom 
to lay cables and pipelines is strongly pro-
tected, yet the Convention's provisions on 
breaking or injuring them, inherited in sub-
stance from the nineteenth-century cable-
protection regime, impose obligations chiefly 
on the flag states of offending vessels and ad-
dress the negligent cable-cutter far better 
than the state-sponsored saboteur (United 
Nations, 1982; Convention for the Protec-
tion of Submarine Telegraph Cables, 1884). 
The most direct recent analyses of the Baltic 
incidents conclude that the rules are not so 
much absent as mismatched, old rules con-
fronting a new threat they were not designed 
to meet (Ringbom, 2025). 

Jurisdiction is the crux. Because most of 
the damaged Baltic infrastructure lies in the 
exclusive economic zone or on the continen-
tal shelf rather than in the territorial sea, the 
coastal state's enforcement powers are 
sharply constrained, and the analyses of 
coastal-state jurisdiction over acts against 
transiting pipelines show how narrow the 
lawful options are between the strong protec-
tion the Convention gives to laying and the 
weak protection it gives against harm (Sun, 
2025; Lott, 2025). The coastal state's own ob-
ligations compound the asymmetry, since it is 
required not to impede the laying or mainte-
nance of pipelines on its continental shelf 
even as it lacks clear authority to act against a 
vessel that damages them (Kamiński & 
Szewczyk, 2022). Scholars have explored ad-
jacent regimes to fill the gap, including the 
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protection of cables under international in-
vestment law (Yang, 2021), but these are par-
tial and indirect, and the systematic treatment 
of conventional jurisdictional approaches 
concludes that each available basis, flag-state, 
coastal-state, and nationality jurisdiction, 
leaves a remainder that the deniable saboteur 
can occupy (Lott, 2025). 

The law of state responsibility is the sec-
ond legal layer, and it is where attribution and 
accountability formally meet. The codified 
secondary rules on attribution and state re-
sponsibility (International Law Commission, 
2001), elaborated by the scholarship on due 
diligence, in principle allow a state to be held 
responsible for harm emanating from its ter-
ritory or agents, including a failure to exercise 
due diligence over vessels it could control, 
and this is the doctrinal route most likely to 
bear weight against deniable seabed acts 
(Mackenzie-Gray Scott, 2021; Coco & de 
Souza Dias, 2021). Yet the route is demand-
ing: it requires attribution to a sufficient legal 
standard, which the previous section showed 
is exactly what deniability denies, and it offers 
remedies that are slow and contested where 
the victim seeks deterrence rather than even-
tual reparation. The grey-zone use of the law 
itself, in which an actor exploits the rules on 
passage and operational rights to cloak hos-
tile activity in legal form, adds a further twist 
that the lawfare literature has begun to map 
(McLaughlin, 2024). 

The legal domain therefore confirms the 
framework's third link with precision. The act 
of cutting a Baltic cable or pipeline falls into 
a characterisation gap: it is plainly not a mere 
accident when the pattern is considered, yet 
it is difficult to characterise as an armed at-
tack that would justify forceful response, and 
the categories between, internationally 
wrongful act, breach of due diligence, crimi-
nal damage under domestic law applied extra-
territorially, fit awkwardly and carry weak en-
forcement (Ringbom, 2025; Sun, 2025; Lott, 
2025). The absence of an agreed threshold 
for sabotage below the use of force is not a 
technicality; it is the legal expression of the 

same permissive space the strategic literature 
describes, and closing it is, on the evidence 
reviewed, the central unresolved problem of 
the field. 

RESPONSES: GOVERNANCE, DE-
TECTION, RESILIENCE, AND DE-

TERRENCE 

The fourth domain surveys what is being 
done, and the honest assessment is that the 
response is real, accelerating, and still imma-
ture. At the governance level the European 
Union has moved to strengthen the resilience 
of critical entities and network systems 
through its critical-entities-resilience and net-
work-and-information-security legislation 
(European Union, 2022a; European Union, 
2022b), and comparative analysis of how Bal-
tic states have transposed that legislation 
shows both genuine progress and uneven im-
plementation across the region (Becker, 
2025). NATO has responded institutionally, 
raising the protection of undersea infrastruc-
ture to alliance priority and standing up coor-
dinating bodies for it (NATO, 2023), and the 
EU and NATO have created a joint task 
force on the resilience of critical infrastruc-
ture that treats subsea assets as a shared con-
cern (European Union & NATO, 2023). The 
maritime-security scholarship welcomes this 
turn while warning that coordination across 
the maritime, cyber, and energy domains re-
mains the binding constraint, as the lessons 
drawn from piracy and cybersecurity govern-
ance suggest (Liebetrau & Bueger, 2024; 
Bueger & Liebetrau, 2023). 

Detection is the technical front, and it is 
advancing fastest. Because the seabed cannot 
be watched directly along its length, surveil-
lance concentrates on the vessels above it, 
and the maritime-domain-awareness litera-
ture has produced unsupervised and dual-
modality methods for detecting anomalous 
vessel behaviour from automatic-identifica-
tion-system data, precisely the loitering, devi-
ation, and speed signatures that an anchor-
dragging sabotage would produce (Liang et 
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al., 2024; Qi et al., 2026). The situational-
awareness gap exposed by Nord Stream has 
narrowed as states fuse vessel-tracking, sen-
sor, and patrol data over critical corridors 
(Gülcan & Erginer, 2023), and physical-pro-
tection frameworks developed for offshore 
installations such as wind farms offer trans-
ferable methods for prioritising scarce pro-
tective resources along cable and pipeline 
routes (Tecklenburg et al., 2025). Detection 
cannot by itself solve the attribution prob-
lem, since establishing presence is not estab-
lishing direction, but it raises the cost of de-
niability by making anomalous behaviour vis-
ible and recorded. 

Resilience is the response that does not 
depend on solving attribution at all, and the 
reviewed evidence increasingly favours it. If a 
severed cable can be rerouted and a damaged 
pipeline bypassed quickly enough, the strate-
gic value of cutting it falls, and the interde-
pendence literature that diagnoses the cas-
cade risk also points toward the redundancy, 
route diversity, and rapid-repair capacity that 
blunt it (Alkhaleel, 2024; Tong et al., 2025). 
For the Baltic specifically, resilience means 
denser interconnection so that no single cor-
ridor is decisive, pre-positioned repair capa-
bility so that downtime is short, and the treat-
ment of subsea infrastructure as a system to 
be kept functioning under attack rather than 
as a set of assets to be perfectly defended 
(Becker, 2025; Bueger & Liebetrau, 2023). 
Resilience reframes the contest from preven-
tion, which the legal and attribution gaps 
make unreliable, to endurance, which the de-
fender can control. 

Between detection and resilience sits the 
underrated link of evidentiary cooperation, 
which the synthesis suggests may matter 
more than any single technology. Because at-
tribution fails at the political and evidentiary 
layers as much as the technical one, the value 
of a detection is realised only if Baltic states 
share vessel-tracking, sensor, and forensic 
data quickly enough to build a common pic-
ture before a suspect vessel leaves the region, 
and the comparative study of how the littoral 

states have implemented European resilience 
legislation finds that this cross-border coor-
dination, rather than national capability 
alone, is the binding constraint (Becker, 2025; 
Liebetrau & Bueger, 2024). The experience 
of smaller states with thin maritime-security 
capacity shows how easily an incident in one 
jurisdiction becomes unprosecutable once 
the vessel and its evidence move into another 
(McCabe & Flynn, 2023). Strengthening the 
machinery for joint investigation, including 
agreed procedures for boarding, evidence 
preservation, and the exchange of intelli-
gence, addresses the response link directly, 
and it does so without requiring the elusive 
agreement on a new legal threshold, which is 
why several analyses treat evidentiary cooper-
ation as the most actionable near-term meas-
ure (Ringbom, 2025; Becker, 2025). 

Deterrence is the hardest response, be-
cause it runs directly into the attribution and 
legal gaps the framework identifies. The sub-
conventional-deterrence literature shows 
how difficult it is to deter acts that are de-
signed to stay below the threshold of a force-
ful response, since the deniability that pro-
tects the attacker also denies the defender the 
justification to punish (Halas, 2022; Bergaust 
& Sellevåg, 2024). Recent assessments of 
NATO's posture in the Baltic argue for re-
balancing toward exactly this problem, treat-
ing below-threshold interference with infra-
structure as a core rather than a peripheral 
mission and accepting that deterrence here 
will rest more on denial and resilience than 
on the threat of retaliation (Gioe et al., 2025; 
Duenow, 2025). The smaller coastal states, 
whose maritime-security capacity is often 
thin, face this most acutely, and the study of 
one such state's struggle to govern its subsea 
infrastructure shows how far institutional ca-
pacity lags the threat (McCabe & Flynn, 
2023). The response domain, taken together, 
suggests a realistic strategy that concedes the 
difficulty of prevention and deterrence and 
invests instead in detection that raises the 
cost of deniability and resilience that lowers 
the value of success. 
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CONCLUSION 

The Baltic seabed has become a theatre 
in which the strengths of the modern inter-
connected economy are turned into vulnera-
bilities, and the 2023–2025 incident wave 
made plain that the lines on the seabed can 
be cut faster than the law, the institutions, or 
the analysis can keep up. This review set out 
to assemble the dispersed evidence into one 
account and to answer four questions about 
why this is so. 

On the first question, the threat land-
scape is structurally permissive: the infra-
structure is fixed, exposed, and interdepend-
ent, the method of attack is cheap and ambig-
uous, and the consequence is systemic, a 
combination the maritime-infrastructure-se-
curity literature had anticipated and the inci-
dent wave confirmed (Bueger & Liebetrau, 
2021; Cannon et al., 2026; Ringbom, 2025). 
On the second, attribution fails not at a single 
layer but across the technical, evidentiary, and 
political layers at once, because deniability is 
the engineered core of grey-zone action ra-
ther than an incidental difficulty, and the 
shadow fleet supplies a ready layer of denia-
ble agency (Poznansky, 2020; Brown & Fazal, 
2021; Rovner et al., 2025). 

On the third question, the law of the sea 
protects the laying of cables and pipelines far 
better than it protects them from intentional 
harm, coastal-state jurisdiction is thin in the 
exclusive economic zone and on the conti-
nental shelf where most of the damage oc-
curs, and the law of state responsibility offers 
a doctrinally available but practically demand-
ing route that founders on the same attribu-
tion problem; the absence of an agreed 
threshold for sabotage below the use of force 
is the central legal gap (Ringbom, 2025; Sun, 
2025; Lott, 2025). On the fourth, the re-
sponse is real but immature, with European 
Union and NATO governance advancing, 
detection improving fastest, resilience emerg-
ing as the most controllable lever, and deter-
rence remaining the hardest because it col-
lides directly with the attribution and legal 

gaps (Becker, 2025; Liebetrau & Bueger, 
2024; Gioe et al., 2025). 

The principal contribution of this review 
is the attribution–accountability gap frame-
work that connects the maritime-infrastruc-
ture-security, the grey-zone and attribution, 
and the law-of-the-sea literatures and traces 
the four-link chain from detection to attribu-
tion to legal characterisation to response. The 
framework's value is integrative: it shows that 
Baltic subsea sabotage succeeds not by de-
feating any single defence but by exploiting 
the compounding of weak links, so that the 
attacker needs only one to hold while the de-
fender needs all four, and it thereby explains 
why crude methods such as anchor-dragging 
are not a sign of limited capability but an op-
timisation to the gaps. That is the legitimate 
ambition of a review, to give a fragmented 
field an organising structure, and it is the one 
pursued here. 

The review's limitations are real and 
bound its claims. The threat-landscape evi-
dence is drawn substantially from cable-secu-
rity studies of other regions and applied im-
perfectly to the Baltic; the response domain 
rests on institutions too new for mature peer-
reviewed evaluation; the method was a struc-
tured narrative synthesis rather than a proto-
colised systematic review, without dual 
screening or formal bias appraisal; and the re-
view deliberately refrains from independent 
fact-finding about the incidents, relying in-
stead on the legal and security scholarship 
that analyses them, so its account of any spe-
cific event is only as firm as those sources. 
These boundaries point to what the field 
most needs next: an agreed legal threshold 
distinguishing sabotage from accident and 
from armed attack; empirical study of 
whether strengthened detection actually 
raises the cost of deniability; and comparative 
evaluation of which resilience investments 
most reduce the strategic value of an attack. 
Until that work is done, the safest reading is 
that closing the accountability gap depends 
less on new technology than on strengthened 
coastal-state jurisdiction, deeper evidentiary 
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cooperation among the Baltic states, and a re-
silience-by-design posture that makes the 
seabed less worth attacking in the first place. 
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Sažetak: Između oktobra 2023. i početka 2025. godine Baltičko more pogodio je niz oštećenja 
podmorskih telekomunikacionih kablova i energetskih plinovoda, od plinovoda Balticconnector 
i obližnjih kablova do prekida na vodovima C-Lion1 i Estlink 2 i drugim kablovima, pri čemu se 
većina u javnoj raspravi pripisuje vučenju sidra plovila povezanih sa sankcionisanom „flotom u 
sjenci“. Ovaj pregledni rad sintetizuje recenziranu literaturu objavljenu između 2019. i 2026. 
godine o tri pitanja koja ti događaji otvaraju: zašto je ta infrastruktura toliko ranjiva, zašto je 
odgovornost tako teško pripisati i zašto međunarodno pravo teško sprečava ili sankcioniše takva 
djela izvan teritorijalnog mora. Primijenjena je polusistematska tematska metoda pregleda kroz 
baze Scopus, Web of Science i Crossref, uz primarne pravne instrumente i dokumente Evropske 
unije i NATO-a, čime je obuhvaćeno četrdeset sedam izvora sintetizovanih u četiri domena: pri-
jetnja, problem atribucije, pravne praznine sive zone i odgovor koji se razvija. Doprinos rada jeste 
integrativni okvir praznine atribucije i odgovornosti koji povezuje tri literature koje se obično 
posmatraju odvojeno — literaturu o bezbjednosti pomorske infrastrukture, o sivoj zoni i 
atribuciji, te o pravu mora — i prati lanac od četiri karike, od detekcije preko atribucije i pravne 
kvalifikacije do odgovora, pokazujući da baltička podmorska sabotaža zauzima dvostruko 
dopušten prostor u kojem je djelo istovremeno teško pripisati i teško sankcionisati. Sinteza 
pokazuje da je fizička ranjivost strukturna i sve veća, da je poricivost namjerno svojstvo djelovanja 
u sivoj zoni, da Konvencija UN-a o pravu mora mnogo bolje štiti polaganje kablova i plinovoda 
nego njihovu zaštitu od namjernog oštećenja, i da je institucionalni odgovor stvaran ali nezreo. 
Zaključuje se da zatvaranje praznine odgovornosti manje zavisi od nove tehnologije, a više od 
ojačane jurisdikcije obalne države, dokazne saradnje i pristupa otpornosti po dizajnu, te se kao 
središnji neriješeni problem identifikuje odsustvo dogovorenog pravnog praga za sabotažu ispod 
upotrebe sile. 
Ključne riječi: podmorski kablovi, podmorski plinovodi, kritična pomorska infrastruktura, siva zona, 
atribucija, UNCLOS, bezbjednost Baltičkog mora. 
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